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Abstract: The article systematizes the factors shaping young people’s media behavior, the
relationship between critical thinking and information hygiene, and technologies for analyzing media
influence. The relevance of the problem lies in the fact that young people consume a large share of
information through messengers and social networks in algorithmically curated environments, which
amplifies the effects of false and manipulative content. The study applies theoretical-analytical
methods to national and international scholarly sources, legal documents, and a reinterpretation of
published media-consumption survey results from Uzbekistan. As a result, (1) the cognitive, social,
and technological determinants of youth media behavior are identified; (2) a working definition and
five principles of information hygiene are proposed; (3) a five-group classification of media-influence
analysis technologies is presented; and (4) an integrative model based on a “diagnosis - intervention
- monitoring” cycle, together with a system of indicators, is developed. The model is conceptual and
requires empirical validation.
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Today’s young people live within an information environment, and this environment is
becoming a factor that shapes their everyday behavior, value orientations, and social relationships.
According to Pew Research Center, nearly half of teenagers in the United States (46%) say they are
online “almost constantly” [45]. In an online survey conducted in Uzbekistan in 2023 among 1,066
respondents (55.5% of participants were aged 14-30), 68% named messengers as their most
frequently used source of news, 47.9% named social networks, and 26.3% named television. Because
the sample consisted mainly of young, highly educated respondents, these figures cannot be
generalized to the whole population. Nevertheless, they show that information consumption among
young audiences is shifting toward closed and semi-closed digital channels.

In such conditions, the quality of the information environment becomes a matter of primary
importance. Within the concept of “information disorder,” Wardle and Derakhshan propose
distinguishing between misinformation, disinformation (deliberately false information), and
malinformation (genuine information used with the intent to cause harm). Using large-scale Twitter
data, Vosoughi, Roy, and Aral showed that false news spreads faster and more widely than true news,
and that humans themselves, rather than bots, are mainly responsible [46]. During the COVID-19
period, the World Health Organization called the excess of information, and the spread of false
information within it, an “infodemic” and specifically stressed the need to counter this phenomenon.

The central technological basis for shaping young people’s media culture is developing the
skills of critical thinking, information hygiene, and media influence analysis. These three form an
integrative system of competencies in which each complements the others and none can exist without
them. Critical thinking provides the cognitive apparatus for evaluating information, information
hygiene provides the healthy practice of information consumption, and media influence analysis
provides the mechanism for understanding the psychological and social effects of information on the
young person. From a cultural studies perspective, these three competencies together form the young
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person’s “axiological filter” in the information field, that is, the ability to pass the global flow of
content through the prism of national and personal values.

In analyzing critical thinking as a category of media culture, L. Masterman’s classic concept of
media education and D. Buckingham’s “manifesto for media education” serve as the main theoretical
foundation.! Masterman interpreted media education as an important part of educating a citizen and
formulated four basic principles: questioning media representations, studying media language,
understanding media audiences, and reflecting on media institutions. These four principles acquire
new meaning in today’s digital environment: young people must be taught to apply them not only to
television broadcasts and newspaper materials but also to algorithmic recommendation systems,
social media posts, and vlog content. Masterman’s conceptual basis became the foundation for the
“five-dimensional analysis of the media text” methodology developed in this study, enriched with the
characteristics of modern digital content.

The five-dimensional methodology of media text analysis is presented in this study as follows.
The first dimension is the factual dimension: the accuracy of specific facts within the media text is
checked (who said it, when, where). The second is the linguistic-stylistic dimension: the linguistic
features of the media text are analyzed (manipulative vocabulary, emotional coloring, symbolic
concepts). The third is the visual dimension: images, graphics, editing techniques, and visual symbols
are analyzed. The fourth is the ideological dimension: the hidden messages, value priorities, and
ideological context of the media text are identified. The fifth is the communicative-ethical dimension:
the media text’s effect on its audience and the consequences of its distribution are assessed. The five-
dimensional analysis is taught to young people step by step in training sessions, and special tasks
have been created for each layer.

The concept of information hygiene is analyzed in this study from the standpoint of the
“information hygiene” line of research that has emerged in contemporary scholarly literature. The
misinformation-disinformation-malinformation classification developed by C. Wardle and H.
Derakhshan within the “Information Disorder” project is used as the diagnostic basis of information
hygiene.? The methodological value of the Wardle-Derakhshan classification is that it extends the
question of the “truthfulness” of information with the question of its “intent and consequences.” For
the young person, this classification serves as a practical starting point. Young people are taught to
ask three questions before accepting any piece of content: “Is this information true?” (fact-checking),
“Who is spreading it, and for what purpose?” (intent analysis), and “What consequences might there
be if this information spreads?” (assessment of social impact). These three questions were developed
into the “REASON-EVIDENCE-BENEFIT-CONSEQUENCE” protocol (in Uzbek, SABAB-
DALIL-MANFAAT-OQIBAT), which is used as the didactic template of the training sessions.

A deeper analysis of the Wardle-Derakhshan classification yields the following main
methodological observation: in most cases young people actively multiply misinformation, because
they have not yet developed the habit of verifying information before sharing it. The source of
disinformation, in turn, is usually channels that are vague, anonymous, or have hidden intentions, and
young people must learn to recognize such channels. Malinformation is the most subtle category:
genuine facts are distributed in a particular context or at a particular time and cause harm (for
example, presenting a person’s earlier written opinions in connection with the current political
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Literacy, Learning and Contemporary Culture. Cambridge: Polity Press, 2003, pp. 35-60.
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situation). Distinguishing the three types requires a new level of thinking quality from young people,
and bringing them to precisely this level is the strategic task of the training sessions.

D. Kahneman’s two-system theory of thinking (“Thinking, Fast and Slow”) is fundamental for
revealing the psychological foundation of critical thinking.® Kahneman shows that people use two
systems in the process of thinking: the first system is fast, intuitive, emotional, and produces gut
reactions; the second is slow, analytical, logical, and produces rational evaluation. For young people,
the digital environment is designed mainly for the first system: short videos, memes, likes, and emojis
all demand a quick emotional reaction and leave no time for slow analytical thinking. Kahneman’s
observation gives clear guidance for the technology of shaping young people’s media culture: young
people need to acquire the skill of a “pause” that returns them from an emotional reaction to analytical
thinking. “Before reacting to this message, I take a 30-second pause” is the simplest yet most effective
critical thinking skill. The “pause skill” is adopted as the central didactic element of the training
program.

The didactic phenomenon that jointly shapes critical thinking and information hygiene is called
the “media reflex” in this study. The media reflex is the habit of automatically checking the source,
the fact, the meaning, and one’s own attitude whenever the young person encounters any media unit.
This didactic concept arose from a synthesis of the words reflex (automatization) and reflection
(awareness): at the initial level it is conscious effort, and at the final level it is an everyday skill
embedded in the mind. The formation of the media reflex is adopted as one of the main criteria in
assessing indicators of young people’s media culture, and it serves as the observable, practical
expression of the critical thinking competency.

In analyzing media influence and information manipulation, the UNESCO “Media and
Information Literacy Curriculum for Teachers” is of particular methodological importance.* The
curriculum presents a detailed program for organizing media literacy lessons for teachers and is used
here as a practical didactic template. The UNESCO curriculum divides the analysis of media
influence into five main thematic blocks: 1) media representations (who is portrayed, how, and why);
2) audience analysis (who consumes, how, and when); 3) the process of creating media content; 4)
media policy and governance; 5) media and democratic citizenship. In this study, the UNESCO
curriculum was combined with the Uzbek cultural context and a new six-module curriculum was
created: a “National Culture and Digital Identity” block was first added to the six UNESCO blocks,
and in this way the international curriculum was adapted to the local cultural studies context.

One of the important methods of analyzing media influence is “algorithmic reflection.” It
teaches young people to consciously analyze their own social media feed: which content has been
liked, which tags appear most often, and which kinds of content have taken over the space are
identified. Algorithmic reflection teaches the young person strategies for escaping the “filter bubble”
and instills the skill of consciously managing the composition of the feed. A practical task called “The
Map of My Feed” has been developed for the training sessions: the young person analyzes the content
in their social networks by topic, language, source, and mood, and on this basis assesses the quality
of their own information diet. This methodology opens an opportunity for young people to take an
important step from being passive content consumers toward becoming active subjects who
consciously manage the algorithm.

Another important part of the technology for assessing media influence is monitoring media
anxiety (media stress) and digital fatigue. If young people’s screen time is excessively high while the

3Kahneman D. T hinking, Fast and Slow. New York: Farrar, Straus and Giroux, 2011, pp. 19-58.
*Media and Information Literacy Curriculum for Teachers, ed. A. Grizzle, P. Wilson. Paris: UNESCO, 2011, pp. 14-48.
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quality of their information consumption is low, cognitive load and emotional fatigue arise. This
manifests as a decline in sleep patterns, attention stability, motivation, and cultural activity. In her
monograph “Alone Together,” S. Turkle analyzed the social and psychological consequences of
young people’s constant digital connectedness and revealed a digital “paradox of loneliness”: as the
number of virtual connections grows, young people experience a decline in the quality of real social
relationships. In the training system, this issue has been prepared as a separate module. It covers not
only technical tools (screen-time apps, digital detox modes) but also spiritual-cultural tools (reading,
group meetings, traditional games and forms of communication).

L. Floridi’s “The Ethics of Information” lays the fundamental groundwork for analyzing media
influence from an ethical standpoint.’ Floridi developed information ethics as a philosophical
discipline and evaluates information through the category of “existence in the infosphere”: every
piece of information is part of the infosphere, and its creation, distribution, or destruction has moral
consequences. For young people, Floridi’s approach is an important methodological basis: they are
taught to understand information not merely as a “resource to be consumed” but as an object that
creates moral existence. In this study, this view was developed into the concept of “responsibility
toward information.” The young person is taught to understand the moral trace of their action in the
infosphere before liking, commenting on, or sharing any post. This interpretation forms the cultural
studies theoretical foundation of digital safety and communicative-ethical competencies.

The didactic product of integrating critical thinking, information hygiene, and media influence
analysis is the five-stage structure of the training program: 1) the diagnostic stage (determining the
young person’s current level); 2) the conceptual stage (becoming familiar with the main categories);
3) the analytical stage (working with real case analyses); 4) the practical stage (instilling skills for
consciously managing one’s own media life); 5) the reflective stage (assessing the skills acquired and
setting the trajectory of future development). This five-stage model is the didactic template of the
training modules; each module is designed on the basis of this scheme, which ensures methodological
unity.

The “REASON-EVIDENCE-BENEFIT-CONSEQUENCE” chain is proposed as the practical
protocol for developing critical thinking and information hygiene. Reason: why the message
appeared; evidence: which verifiable sources it relies on; benefit: whom it benefits; consequence:
what social, psychological, or cultural result it produces when distributed. This protocol teaches
young people to make decisions on the basis of analytical criteria rather than emotional reaction. It is
characterized by simplicity and universality. It can be applied at the moment of receiving any content
in the young person’s everyday digital practice, and when used together with the quick pause skill it
becomes the engine for forming the media reflex. In training sessions, practical case assignments
ensure that this protocol is turned into an automated skill.

Table 2.1.1.
The “REASON-EVIDENCE-BENEFIT-CONSEQUENCE” protocol of critical thinking and
information hygiene

Stage Key question Skill developed Expected result
Identifying the author’s The hidden intent behind
intent and the timing and  |the message becomes

Why did this message

REASON .
appear right now?

contextual reasons visible

SFloridi L. The Ethics of Information. Oxford: Oxford University Press, 2013, pp. 17-62; Ribble M. Digital Citizenship
in Schools: Nine Elements All Students Should Know, 3rd ed. Eugene, OR: ISTE, 2015, 200 pp.
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The protocol presented in the table above is a tool for turning the young person’s media-active
mind into an automated critical filter. After the sessions, this protocol gradually becomes the young
person’s internal cognitive reflex, working not consciously but automatically in front of any new
content.

The psychological-cognitive foundations deserve special attention in the technologies for
developing critical thinking and information hygiene. They comprise four psychological
mechanisms: confirmation bias (a person’s tendency to prefer information that confirms their existing
opinion); the availability heuristic (drawing conclusions from examples that come easily to mind);
the Dunning-Kruger effect (people with a low level of knowledge overestimating their own
knowledge); and groupthink (the pressure to conform to the opinion prevailing in a group). Explaining
these four mechanisms to young people and giving them exercises of the “teach them to recognize
their own thinking errors” type is a key element of the technology for developing critical thinking.

The system of practical exercises deepening the five-dimensional media text analysis
methodology is prepared in the following format. Exercise one, “Finding the Fact” (15 minutes): the
young person is given a real news item and asked to isolate its concrete facts with the questions “who,
when, where, what was said.” Exercise two, “Analyzing the Language” (20 minutes): identifying the
linguistic features of the same news item (manipulative vocabulary, emotional coloring, symbolic
concepts). Exercise three, “Analyzing the Visual” (20 minutes): analysis of images, editing
techniques, and visual symbols. Exercise four, “Finding the Ideology” (25 minutes): identifying
hidden messages, value priorities, and ideological context. Exercise five, “Communicative-Ethical
Assessment” (30 minutes): assessing the media text’s effect on its audience and the consequences of
its distribution. Together, these five exercises make up a full 110-minute training session.

Deepening the algorithmic reflection technology, the concept of “digital detox™ is recognized
as a separate object of analysis. Digital detox is the practice of a young person consciously reducing
or completely stopping their use of digital tools for a certain period. This practice has been developed
in foreign research as an already substantiated approach. It serves as a means of freeing oneself from
cognitive load, emotional fatigue, and social isolation. In this study, digital detox is interpreted, unlike
the traditional prohibitive “screen time limiting” approach, as the young person’s subjective choice
and self-management skill. A “48-hour digital pause” exercise has been designed for the training
programs: for two days the young person abstains from social networks and continues their family
and friendly relationships through face-to-face communication.

The following system of signs is used in analyzing the phenomenon of media anxiety (media
stress): a constant checking reflex (checking the phone late in the evening), fear of missing out
(FOMO), disturbed sleep patterns, reduced attention stability, difficulty concentrating, and a feeling
of dissatisfaction while consuming content. If more than one of these signs is present in a young
person, the onset of a media anxiety state is confirmed diagnostically and special intervention
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measures are planned. Among cultural-pedagogical interventions, not only technical tools (sleep
mode, application limiter) but also involvement in spiritual-cultural activities (reading, sports,
national crafts, leisure) are recommended. This integrative approach makes it possible to understand
media anxiety not as an isolated technological problem but as a socio-cultural phenomenon.

The concept of an “Adapted UNESCO Model” is proposed for integrating the UNESCO Media
Literacy Curriculum with local didactic traditions. This concept rests on the following principles.
First, the theoretical structure of the UNESCO module is preserved (four core blocks). Second, local
cultural material is added to each block (Uzbek media, local cases, national cultural referents). Third,
didactic methods are adapted to local pedagogical traditions (conversations with elders, aphorisms,
national humor). Fourth, assessment criteria are adapted to the cultural context (national speech
etiquette, axiological conformity, contribution to collective progress). This integrative approach
preserves the international recognition of UNESCO standards while producing a form adapted to the
local culture.

Another important methodological element in developing critical thinking and information
hygiene is the concept of “epistemic vigilance.” Formulated in the works of D. Sperber and others,
this concept shows that a person must apply an “epistemic filter” when receiving information: who
said it, on what basis, and in whose interest. Developing epistemic vigilance in young people is carried
out through a three-stage system of exercises. In the first stage, the young person understands that
even the most reliable-looking sources can contain errors. In the second stage, they acquire the skill
of checking the source chain of every piece of information. In the third stage, they form their own
individual “epistemic standards” and use them in daily practice. This methodology serves to develop
critical thinking not merely as a technical skill but as a whole epistemological attitude.
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