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Abstract: This article analyzes the pedagogical and psychological features of developing
digital immunity among students. Digital immunity includes protection against the negative impact
of social networks, manipulative media, and information flows, as well as the development of critical
thinking and psychological resilience. The article examines methods of formation based on
pedagogical approaches (interactive methods, gamification, simulations) and psychological
mechanisms (cognitive inoculation, emotional regulation).
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Introduction: In the context of modern globalization and the development of digital
technologies, the activity of young people in the information space is increasing. On the one hand,
this has created wide opportunities, but on the other hand, it has increased the risk of various
information attacks, manipulative media and disinformation. Therefore, the formation of digital
immunity in students is one of the urgent pedagogical and psychological problems of today.

The Resolution of the President of the Republic of Uzbekistan No. PQ-3907 dated August 14,
2018 and the Resolution of the Cabinet of Ministers No. 577 dated July 12, 2019 set the tasks of
comprehensively educating young people and improving the system of their psychological and
pedagogical support. These regulatory documents serve as an important basis for ensuring the safety
of young people in the digital environment.

Literature analysis. Scientific research shows that social media has both positive and negative
effects on the psychological well-being of young people. Smith (2021) found that social media
reduces stress as a means of social support. Johnson and Lee (2020) emphasize their role in self-
expression and personal development. A UNICEF (2022) report notes the importance of social
platforms in the educational process.

At the same time, research by Rayimkulov (2024) highlights the role of social media in shaping
the worldview of young people and increasing their social responsibility. Other studies have noted
the negative effects of disinformation and manipulative content, in particular, psychological stress
and decreased attention.

Research methodology. This study aims to identify the pedagogical and psychological
foundations of the formation of digital immunity in students, using a comprehensive approach, using
several scientific methods. In particular, theoretical analysis, comparative analysis, observation,
questionnaires, diagnostic tests, and pedagogical experiment methods were used in a harmonious
manner. In the process of theoretical analysis, the essence of the concept of digital immunity, its
structural components - media literacy, critical thinking, cognitive stability, and emotional regulation
- were studied based on scientific sources.

Through a comparative analysis, the coverage of digital competence and information security
issues in domestic and foreign research was compared, which served to strengthen the theoretical
foundations of the study.
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The empirical phase studied students' behavior in the digital environment, their skills in
receiving, sorting and analyzing information. Through the observation method, their habits of using
social networks, their attitude to information and psychological reactions in the online environment
were analyzed. Using questionnaires and diagnostic tools, the level of students’ media literacy,
critical thinking skills, ability to identify manipulative content and cases of “digital fatigue” were
determined.

As an important part of the research, a pedagogical experiment was organized. It introduced a
special educational module aimed at developing digital immunity in students. This module covered
the following areas:

o interactive methods (discussion, case study, analysis of problem situations);

» gamification elements (digital security games, quizzes);

« simulation exercises (detection of fake news, analysis of manipulative messages);

e psychological training (emotional regulation, stress management, cognitive inoculation
exercises).

Through these methods, students were trained to critically perceive information, verify it, and
consciously resist false and harmful content. In particular, based on the cognitive inoculation
technique, students were introduced to typical forms of manipulative information in advance and
developed “psychological defense mechanisms” against them.

The results obtained during the study were statistically analyzed, experimentally tested, and
subsequent indicators were compared, which made it possible to determine the effectiveness of the
applied pedagogical and psychological approaches.

Main part (Results and discussion) The results of the study showed that social networks have a
significant impact on the psychological development of students. In a positive way, they serve as a
means of social support, learning and communication. At the same time, negative information,
manipulative content and information overload create “digital fatigue”. As a result of our analysis, it
was found that 65-70% of students experience psychological discomfort due to the constant flow of
information. This reduces their attention and increases their stress level.

We have found that the following pedagogical and psychological mechanisms are effective in
forming digital immunity. We need to form the following qualities in our students:

« developing media literacy;

e develop critical thinking skills;

« applying cognitive inoculation techniques;

» emotional regulation exercises;

e use of interactive and innovative educational technologies.

Conclusion

The formation of digital immunity in children is one of the priorities of the modern education
system. Digital immunity is a complex competency that includes not only technical knowledge, but
also critical thinking, media literacy, and psychological stability.

Scientific research and practical work conducted in this area serve to protect young people from
information risks and to shape them as conscious and responsible digital citizens.
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