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The global processes taking place in the development of humanity in the second half of the 

20th century and the beginning of the 21st century are determined by the rapid development of 

information and communication technologies in the system of all social relations. Therefore, 

information has become a primary factor in the world today. 

The concept of "information" has a broad meaning. The dictionary of foreign words defines it 

as: “Information - (lat.) to be aware of; information that informs about a situation or someone's 

activities 1.” According to the explanations in the sources, information is: 

- information about persons, objects, facts, events, phenomena and processes, regardless of 

their source and form of presentation. 

- is considered an act aimed at conveying information or obtaining information. 

Initially, information was understood as the process by which people communicate and 

exchange information, but today, with the emergence of new means of communication, new aspects 

of information have emerged. As a result, information has now begun to acquire its own meaning 

and importance, depending on the field in which it is used. 

Definitions of information security are diverse, and so are approaches to it. Some scholars 

understand information security as “activities related to identifying, preventing, repelling and 

eliminating threats to people, society, the state and the world community that pose risks, deprive 

them of material and spiritual wealth, and impede progressive development.2” Others define 

information security as the formation of an information environment that meets the interests of the 

state, protecting its use and development opportunities, regardless of internal and external risks and 

threats in the information sphere 3. 

In connection with the mass transition to modern information technologies in management 

and the introduction of paperless technology, the problem of ensuring information security in 

personnel management is becoming increasingly complex. The organizational, technical and 

technological challenges of this process are being significantly updated and expanded. 

When it comes to information security of an organization, it is often understood as the 

protection of computer information systems. Such a definition somewhat narrows the essence of 

 
1Slovar inostrannyx slov / gl.r ed . F.N. Petrov . - M.: OGIZ Gos. International and national dictionaries, 1941. - S. 261 
2http://www.kavkazonline.ru/csrip/eliblary/uro/v14/a14_10.htm 
3http://www.bookler.ru.booksbn/5-9512-0396-1.shtml 

Volume 1 Issue 6 Academic Journal of Science, Technology and Education | ISSN 3041-7848

October 20, 2025 8



this concept and, of course, does not reveal its global significance in modern management. If 

earlier, information encroachment within the organization meant the theft or copying of important 

documents and information, now there are increasing actions such as the illegal use of databases for 

material gain, personal gain, and obtaining information without the consent of the information 

owner. 

When it comes to information security in personnel management, it is first necessary to 

identify the sources of security threats, methods of their implementation, goals, and other conditions 

that encourage such security violations. This is clearly reflected in the conceptual model of 

information security presented below: 4 the methods of accessing information, protection areas - 

organizational, legal, technical, protection means - physical, hardware, software, cryptographic, 

protection methods - prevention, blocking, elimination, countermeasure, Information sources - 

people, documents, publications, technical carriers, technical means, products, purpose of disclosure 

- acquaintance, modification, destruction, threat sources - competitors, corruptors, criminals, 

employees, threat - integrity, confidentiality, completeness, authorization. 

All illegal actions taken against information ultimately violate its confidentiality, 

completeness, reliability and accessibility. This, in turn, leads to a violation of the information 

management regime in the organization, as well as to its completeness and reliability. Most 

dangerously, these aspects negatively affect the stability of the organization. 
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